
1 
 

                                                                 Table of Contents 
                              [XLink ClusterReplica Enterprise manual] 
 

Chapter 1. Welcome to XLink ClusterReplica Enterprise .............................................................................. 4 

1.1 System Requirements and Tips ........................................................................................................... 7 

1.2 A Quick Installation Guide ................................................................................................................... 9 

1.3 Configure ClusterReplica Enterprise ................................................................................................. 15 

1.4 How To Get Help From XLink ............................................................................................................ 19 

1.5 How does ClusterReplica work with VMware ................................................................................... 20 

1.6 Windows Firewall Setup for ClusterReplica ...................................................................................... 24 

Chapter 2. Configure the Primary Master Station ...................................................................................... 27 

2.1 Replica Member Setup ...................................................................................................................... 30 

2.1.1 Add A Repli-Master .................................................................................................................... 32 

2.1.2 Add A Local Replica Member ..................................................................................................... 35 

2.1.3 Add A Remote Replica Member ................................................................................................. 38 

2.1.4 Add A Secondary Station ............................................................................................................ 41 

2.1.5 Private IP Forwarding Setup ....................................................................................................... 43 

2.1.6 Windows Firewall Setup for ClusterReplica ............................................................................... 48 

2.2 Replication Set Configuration ........................................................................................................... 51 

2.2.1 Replication Status ...................................................................................................................... 54 

2.2.2 Replication Advanced Settings ................................................................................................... 58 

2.2.3 Replication Schedule Setup ........................................................................................................ 61 

2.2.4 Replication Options .................................................................................................................... 68 

2.2.4.1 Replication Option for IIS Web Server Configuration ......................................................... 70 

2.2.4.2 IIS Web Server Configuration Update ................................................................................. 72 

2.2.5 Create A Replication Set............................................................................................................. 73 

2.2.5.1 Create A Replication Set Template ..................................................................................... 73 

2.2.5.2 Define Replication Set with A Default Template ................................................................ 77 

2.2.5.3 Define Replication Set with SQL Server Default Template ................................................. 79 

2.2.5.4 Define Replication Set with IIS Web Default Template ...................................................... 81 



2 
 

2.2.5.5 Define Replication Set with A User-defined Template ....................................................... 84 

Chapter 3.  Failover and Failback Configuration ......................................................................................... 89 

3.1 Failover General Setup ...................................................................................................................... 90 

3.1.2 Failover and Failback Configuration ........................................................................................... 99 

3.2 Failover Monitored Service ............................................................................................................. 101 

3.3 How to Force Secondary or Replica to Become Primary ................................................................ 104 

3.4 Failback Options .............................................................................................................................. 107 

3.5 IP Address/NetBIOS Setup for Failover ........................................................................................... 108 

3.6 DNS Redirect Setup for Failover ...................................................................................................... 112 

3.6.1 How to set up Windows DNS server for DNS redirect ............................................................. 117 

3.7 Temporarily Disable Failover .......................................................................................................... 122 

3.8 File Sharing Setup ............................................................................................................................ 124 

3.9 Failback Off-Group Issue ................................................................................................................. 127 

3.10 How to Do Manual Failover .......................................................................................................... 131 

3.11 Public IP & Binding Adapter Card Issues ....................................................................................... 132 

3.12 Change the Failover Time Out on Advanced Setting .................................................................... 136 

Chapter 4 Test Replication Data (Manual Failover) .................................................................................. 137 

4.1 Test Replication Data Configuration ............................................................................................... 138 

4.2 Start & Stop Test Replication Data .................................................................................................. 145 

Chapter 5. MSSQL Replication Set Advanced Issues ................................................................................. 149 

5.1 Define Replication Set With SQL Server Default Template ............................................................. 149 

5.1.1 Changing Data Paths for Replication Set ................................................................................. 152 

5.2 How to Define SQL Replication Set When SQL Install Paths are Different on Primary and Replica157 

5.3 Why SQL Service Is Stopped On the Replica Member Stations By Default .................................... 160 

5.4 How to Run MSSQL in Active/Active Mode .................................................................................... 161 

5.4.1 Changing Data Paths for Replication Set ................................................................................. 162 

5.4.2 New Data Update on Replica Members ................................................................................... 166 

5.5 When SQL Service Names are Different ......................................................................................... 171 

5.6  Adding A New Database In SQL Express Server ............................................................................. 176 

Chapter 6. Using a Replica Member ......................................................................................................... 177 

6.1 Roles of A Replica Member ............................................................................................................. 178 

Chapter 7. Using A Repli-Master Station .................................................................................................. 181 



3 
 

7.1 Roles Of A Repli-Master .................................................................................................................. 182 

Chapter 8. Network Configuration ............................................................................................................ 184 

8.1 Connection Status ........................................................................................................................... 185 

8.2 Communication Setup..................................................................................................................... 190 

Chapter 9. How does ClusterReplica work with VMware ......................................................................... 195 

9.1 How does ClusterReplica work with VMware ................................................................................. 195 

9.2 XLink VM Agent works for ClusterReplica Enterprise ..................................................................... 199 

Chapter 10. Understand the Logs ............................................................................................................. 202 

10.1 Cluster Status Log .......................................................................................................................... 202 

10.2 Data Replication Log ..................................................................................................................... 205 

Chapter 11. Utilities Included In ClusterReplica ....................................................................................... 207 

11.1  Network Application Scanner ...................................................................................................... 208 

11.2  Port Reference Table .................................................................................................................... 209 

11.3  Network Utilities .......................................................................................................................... 210 

11.4  Email Alert .................................................................................................................................... 212 

Chapter 12. How To Get Help From Xlink ................................................................................................. 214 

12.1 Generate Report Logs For Support ............................................................................................... 215 

 

 

 

 

 

 

 

 

 

 

 



4 
 

Chapter 1. Welcome to XLink ClusterReplica Enterprise 

ClusterReplica Enterprise, based on CDP technology, combines conventional High Availability 
solutions and Real-time Data Replication functions to create the next generation of business 
continuity software with main features as listed in the following: 

¶ Promotes data manageability by using Replication Templates for data replication. The 
two default templates are for MS SQL database and IIS web server files. User self-
defined templates are also supported.  

¶ Smartly utilizes the CDP technology to replicate modified data instantly and rollback to 
multiple previous states at a file level or the entire data image level.  

¶ Offers the flexibility in functionalities and scaling: to fit the needs specifically for the 
small and medium companies, ClusterReplica Enterprise supports MS SQL and IIS Web 
server functions in one package. Starting from one or two servers, more systems can be 
added into the clustering without affecting the existing infrastructure.  

 
 
How ClusterReplica Enterprise Works 

Some terminologies involved using ClusterReplica Enterprise are introduced here. 

1. The Primary Master - It is the station in a ClusterReplica Structure that manages the 
entire Clustering. From the Primary Master station, you can  

o Add and remove Replica Member stations in the clustering  
o Define data Replication Set for real-time data replication  
o Configure and initiate A Failover  
o Perform role-switch to transfer the role of the Primary station to another station 

in the clustering  
o Function as a Replica Member to receive data from a Repli-Master station  

While mainly function as the data source for data replication, it can also be used as a 
Replica Member station to take in data from other data source stations. 

 

 

2. A Repli-Master - It is a Master station without the management power and the 
configuration rights. While mainly function as the data source for data replication, it can 
also be used as a Replica Member station to take in data from other data source stations. 
A Repli-Master can also be used as a Secondary station for failover. 



5 
 

3. A Replica Member - It is a data replication destination system that takes in new data 
from a Master system for data protection purposes. It can be also configured as a Data 
Version Management station to allow network end users self manage data files 
remotely.  

4. The Secondary Station - It is a Replica Member with an additional role: the failover 
target. There can be only one Secondary station in a ClusterReplica Structure to pair up 
with the Primary station for failover. A Secondary station can also be a Repli-Master 
station to initiate data replication.  

From its main configuration screen, the three major parts to be configured are listed in the 
main menu: 

1. Replica Member Setup - to add Replica Member stations to the ClusterReplica Structure  
2. Replication Set Configuration - to define Data Replication Sets for real-time data 

replication  
3. Auto Failover Configuration - to define the Secondary station and setup failover for 

server 24x7 availability  
4. Network Configuration - to define communication configurations between the Primary 

Master station and the Replica Member stations  

They suggest the main functions of the software. ClusterReplica Enterprise is a software that 
combines the common applications of Data Protection and Server Availability that fits the 
special needs of small and medium businesses.  
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1.1 System Requirements and Tips 

ClusterReplica Enterprise provides a complete data protection and server available solution of 
corporate standard to the small and medium businesses with simple installation and automatic 
setup of data replication path lists. ClusterReplica Enterprise not only handles failover 
automatically to guarantee server 24x7 availability, it also manages real-time data replication 
with schemes of one-to-many and many-to-one to local and remote destinations.  

¶ System Requirements 

o Two Microsoft Windows systems of 2008/2003/2000/XP platforms with Ethernet 
connection  

o RAM: 128MB or above  
o Hard disk: 8GB or larger  

 

¶ If MS SQL database files are to be replicated 

If MS SQL database files are to be replicated, it is required that all non-default database 
structures must be pre-set on the Secondary server identical to the database structures 
on the Primary station before installing of ClusterReplica software. 

¶ Tips: Using one or two network cards 

o General concept 
Á A cluster server binds two or more computer systems together to 

function as one. The clustered systems need to communicate with each 
other. At the same time, one of them will take up the responsibility to 
server the network clients. This setting requires internal communication 
between the clustered servers as well as external communication 
between the server and the network clients.  

Á To distinguish the two types of communication, ClusterReplica Enterprise 
introduces the concept of : 

1. Control IP - that handles the internal communication between the 
clustered servers  

2. Cluster IP - that deals with public connection requests running on 
a Windows virtual IP and is always attached to the Primary station 
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o One network card or two? 
Á One network card - If the systems you are going to install ClusterReplica 

Enterprise each has one network card, this means the cluster server 
operates with both internal and external communications moving within 
one subnet.  

In this situation, the cluster internal communication tangles up with the 
server clients communication. The workload on the communication 
channel can be constantly overloaded. There is also the concern of data 
processing speed and data transfer security.  

Á Two network cards - By installing two network cards on each of the 
clustered systems, the internal and external communications are 
separated. One set of IPs can then be devoted strictly to the internal 
communications of the clustered systems without the interference of the 
public network traffic.  

For example: 
 
system1: 123.123.123.10, 195.2.1.74 
system2: 123.123.123.16, 195.2.1.75 
 
The 123 subnet is to be used for clustered systems internal 
communication, and the 195 subnet is to be used for server/clients 
connection. 

The effect on this setting of two network cards is remarkable. From 
security standpoint, the separation of the internal and external traffic on 
the cluster server eliminates the possibility of public interference of the 
servers internal activities. Now, data transfer security is ensured.  

With the same footing, the improvement of server performance in the 
eyes of network clients can also be notable. First, with two subnets, 
network traffic is reduced. Secondly, each set of IP addresses devoted to 
specific tasks, efficiency increased.  
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1.2 A Quick Installation Guide 

Before installation, three things require some special attention: 

1. The ClusterReplica package is to be installed on all systems intended for the clustering 
structure. 

2. No system reboot is required for Windows 2008/2003 and XP systems, but for Windows 
2000, system reboot is required. 

3. All installations are by default 30-day demo packages. To validate the ClusterReplica 
structure, please type in the license code in Start/All Programs/Xlink ClusterReplica 
Enterprise/License Manager.  

Validation needs to be done only on the Primary Master. Please make sure the number 
of Replica Member stations defined matches (or less than) the purchased Replica 
stations number in the license. 

 

 
 
Installing ClusterReplica Enterprise is easy. Double click the downloaded file image to start the 
installation process.  

¶ The first thing comes up is the reminder that making sure you are login in the system as 
the "administrator" to run the installation.  
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¶ If Yes the next screen comes up to make sure you have downloaded the right product 
and it is the one you want to install.  
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¶ The next screen presents the License Agreement for end-users. Please read it carefully 
and make sure you understand all terms listed. If all terms acceptable to you, click Yes 
to proceed with the installation. Otherwise, click No to abort the installation.  
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¶ The next step in installation requires you to decide if you want to use the system as the 
Primary Master or a replica. There can be only one Primary Master in each clustering.  

 

 

¶ The next screen asks users to select the Binding adapter card for public IP. The binding 
adapter card will be assigned the public IP. As failover occurs, the public IP will be assign 
to the binding adapter card in Secondary. As failback status, the public IP will be assign 
back to the binding adapter card of the Primary.  
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¶ Clink OK to set IP for the communication between the clustering members. If two 
network cards in the Primary Master and the Secondary station are to be used for data 
replication and failover, this IP is the one to be used for data replication. (It is 
recommended that the two cards have IPs in different subnet.)  
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¶ Moving along with the installation, you will see the last screen of completion in 
installation. Click Finish to complete the installation process.  
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1.3 Configure ClusterReplica Enterprise  
 

With ClusterReplica Enterprise installed, a Windows 2008/2003/XP/2000 system can take up 
the role of a Primary Master, a Repli-Master, a replica member or a Secondary station. 
Because all configurations are done on the Primary Master, it is logical to setup the Primary 
Master first in the clustering structure.  

Successful installation of a Primary Master will bring up the main user-interface as shown 
below: 
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This user-interface is divided into three panels: 

1. The Navigation Menu - the main configuration menu on the left.  
2. The display panel on the right - to show details of a function corresponding to the 

function selected in the main menu.  
3. The menu bar on the top - provide some additional tools for configuration and 

operational functions.  

 

A more detailed explanation on understanding and using this main screen can be found below.  

1. The Navigation Menu  

The main selections in this menu break up the configuration area for easy setup 

1. A Quick Start for New Users guide is included to give summarized information 
on how to start configuring ClusterReplica Enterprise 

2. Replica Member Setup - This is the first thing to do to use ClusterReplica 
Enterprise and build the ClusterReplica structure for data protection and server 
high availability purposes 

3. Replication Set Configuration  
Á Replication Set Status - to display data replication status  
Á Replication Set Setup - to add, delete Replication Sets for real-time data 

replication.  
 

4. Auto Failover Configuration  
Á Failover/Failback Configuration - to define the Secondary station, and the 

cluster name and cluster IP to be used for public connection.  
Á Failover Monitored Service - to add application services to the monitored 

list for Failover screening.  
Á File Sharing Setup - to activate the shared drive/folder on the Secondary 

station in the event of a Failover.  
 

5. Network Configuration  
Á Connection Status - to display replica member configurations and their 

connection status.  
Á Communication Setup - to setup port, IP and related configurations for 

communication usage between the Primary Master and the replica 
members.  
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2. The display panel on the right  

With the selection of a configuration choice, different display panels are presented. 
Following example shows the display panel of the Failover Setup. 
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3. Buttons on the menu bar  

These are the buttons on the top menu bar. The ones that are often used are: 

o Under Replication Set Configuration  
Á Action - The Define Replication Set Template selection is to help you 

define new template for data replication configurations.  
 

o There are also some common buttons that can be seen under any function 
selection 
 
Setup -  
Á Switch Cluster Role - to assist users switch roles of the Primary and 

Secondary stations manually when needed. 

Á Email alert - The email alert selection is to notify the responsible staff to 
the issues related to the operation of the clustering server. 

Á Application DataSync Utility - The Application DataSync Utility is a tool to 
assist users update files from one location to another on a Replica 
Member station. 

Á IIS Configuration Importer - The IIS Configuration Importer is a tool to 
assist users update IIS Web server configurations on a Replica Member 
station.  
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1.4 How To Get Help From XLink 

 

Three ways to have a technical support from XLink. 

 

1. Generate report logs for support 

The most efficient way is to generate report logs for support. The report logs record Cluster 
status and replication activities. The logs will help us to analyze the problem which you 
encountered. 

 

 

2. Link to Xlink support web page to fill out the questions on the form. 

XLink Support Form Link : http://www.xlink.com/support_form.aspx  

 

 

3. Email to support@xlink.com. 

NOTE: Please always include the product name in the subject line when you send email for 
support. Thank you. 
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1.5 How does ClusterReplica work with VMware 

VMware allows one physical platform (host OS) to run multiple virtual machines (guest OS) 
simultaneously. VMware virtual machines become highly portable between computers, 
because every host looks nearly identical to the guest. In practice, a system administrator can 
pause operations on a virtual machine guest, move or copy that guest to another physical 
computer, and there resume execution exactly at the point of suspension or downtime. 

However, VMware only provides manual snapshot to backup the systems. Without real-time 
replication, it can not guarantee fully data recovery. 

Combining ClusterReplica and VMware will provide you the best disaster recovery solution. 

 

Install ClusterReplica in VMware Environment 

The ClusterRepica can be installed on a guest OS or the host OS.  

 

A. Install ClusterReplica on the host OS 

If your host OS is a Windows Server, we recommend you to install the ClusterReplica onto the 
host OS, there are two benefits of replicating from the host OS: 

1. Replicating from the host OS offers the benefit of replicating all applications running on 
the entire virtual machine (e.g. Exchanger server, SQL/IIS servers, file servers).  

2. ClusterReplica can replicate non-Windows guest OS (e.g. Linux, Solaris x86).  

 

 

 








































































































































































































































































































































































































